Abstract. In this paper we present an Artificial Immune System (AIS) based security framework, which prevents a number of serious Denial of Service (DoS) attacks. The proposed security framework can counter de-authentication and disassociation attacks. The results of our experiments clearly demonstrate that the proposed framework approximately achieved 100% detection rate with negligible false positive rate. One can conclude from the ROC (Receiver Operating Characteristics) plots of our AIS that its performance approaches 'perfect classification point' at a suitable matching threshold value.
Introduction
Artificial Immune Systems (AISs) are inspired from Biological Immune System (BIS) in vertebrates [1] . BIS protects the body of an organism from foreign antigens. BIS has the remarkable ability to distinguish non-self from self. AIS maps this feature of BIS to distinguish an anomalous behavior from a normal behavior. AIS learns the normal behavior of a system by tuning an appropriate group of detectors. These detectors are used to discriminate the non-self antigens from the self antigens. Antigens and detectors (antibodies) can be mapped to a n-dimensional real shape-space, where antigen and detector represent two points [1] . The detectors utilize the concept of affinity (affinity between antigen and detector is measured in terms of distance between these points) to differentiate non-self from self. During the initialization phase detectors are generated in a random fashion. However, they are later tuned to self using the process of negative selection [3] . The malicious nodes in communication networks can significantly disrupt the normal operations of the networks. AIS based frameworks are ideally suited for NID systems which differentiate the malicious behavior from the normal behavior in the network.
AIS based NIDs have been successfully deployed at the Network layer in wired networks [2, 3] . But, to the best of our knowledge, little attention has been paid to the vulnerability analysis of wireless networks. The shared communication medium and the open connectivity policy of wireless networks introduce novel security threats that are not experienced in the wired networks. A number of serious security threats have been discovered at the MAC layer of 802.11b networks.
IEEE 802.11 has become the popular standard for wireless networks in recent years [5] . Most wireless standards deployed today use IEEE 802.11b standard and it is the oldest (launched in July 1999) [5] . With the increasing popularity and usage, several security loopholes and vulnerabilities have been discovered. IEEE 802.11b has been identified for vulnerabilities at Media Access Control (MAC) layer. WEP (Wired Equivalent Privacy) is a classical framework that is deployed at the MAC layer to provide security [5] . In this approach, MAC frame is encrypted using WEP algorithm. Open source tools are available that can break 802.11b WEP. The researchers have also proposed a number of other schemes such as WPA (WiFi Protected Access) and WPA2 (in 802.11i) to cater for security threats in 802.11. These schemes have also failed to provide a satisfactory security level [16, 17] .
AISs have been used for misbehavior detection in wireless networks [6, 8, 21] . But almost all these works have focused on routing misbehavior. In this paper we present our comprehensive AIS framework for intrusion detection at the MAC layer. This work is a cardinal step towards the development of a meta-NID based on AIS for misbehavior detection at multiple layers of the protocol stack.
The rest of the paper is organized as follows. In Section 2, we provide a brief introduction to 802.11b wireless networks and discuss different types of vulnerabilities that a malicious node can easily exploit to disrupt the network's operations. In Section 3, we provide a brief review of related work in which AIS has been utilized in NID. We then introduce our AIS based security framework for 802.11b networks in Section 4 and then discuss the experimental results in Section 5. Finally we conclude our work with an outlook to our future research.
802.11b Networks
Different wireless standards have emerged to cater for the rapid growth of wireless networks. But IEEE 802.11b is the most popular standard that is deployed in the real world. IEEE 802.11b covers the Media Access Control (MAC) and the physical layer [5] .
Topologies of 802.11b Networks
MAC layer of 802.11b defines two access schemes:
Point Coordination Function (PCF). This scheme is also called infrastructured networks where the complete network is managed by an Access Point (AP). The AP acts as the coordinator in the network. The clients connect to the AP using an authentication and association mechanism.
